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Abstract:  Distributed Denial of Service attacks cause overhead of communication in wireless sensor networks. In 

this communication process some misbehaved attackers are hacked some other node details in wireless sensor 

networks. When the attacker launch the attack then inject the false reports for identify their behavior. For identifying 

these type attackers traditionally developed technology like Dynamic en routing schema that address both false 

report injection and DoS attacks in wireless sensor networks. In this technique each node maintains chain of 

authentication keys used to identify the reports of the attacker. This schema can’t be easily coordinated other energy 

protocols, because each node maintains overhead the communication (Broad casting) with next hop node present in 

the wireless sensor networks. In this paper we propose to extend our existing schema can be applicable for any 

energy efficient with data dissemination protocol for communication present in each node. For thus we are 

developing an aggregation function with data dissemination protocol is proposed for accessing reliable data delivery 

in between clients and server in wireless sensor networks. Our experimental results show efficient energy 

conversion between each node present in wireless sensor network when identifying an attacker. 

Index Terms: wireless sensor networks, Data reporting, en-route filtering scheme, Topology Management, 

Publish/Subscribe, Dissemination protocol, Energy efficiency.  

 

I. INTRODUCTION 

Wireless Sensor Networks consists of spatially 

distributed autonomous sensors to monitor physical 

environmental devices. Wireless sensor networks 

consist of collection of nodes. From thousands of 

hundred years each node was connected with every 

sensor node. Each sensor node consists has typically 

several parts: a radio transceiver with an internal 

antenna or an external connection to an external 

antenna, a micro control, it is an electronic device for 

interfacing with sensor and an energy source. A 

sensor mode might change in sensor network.  

Wireless Sensor Networks, which are responsible for  

 

 

sensing as well as for the first stages of the 

processing hierarchy. The importance of sensor 

networks is highlighted by the number of recent 

funding initiatives, including the DARPA SENSIT 

program, military programs, and NSF.  
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Figure 1: Wireless sensor architecture process 

model. 

The above shows the complexity of the wireless 

sensor networks which generally consists of data 

acquisition network and a data distribution network 

managed and controlled by the management center. 

In this processing of wireless sensor work sometimes 

unspecified or unwanted data transfer occurs in 

communication between each node present in the 

wireless sensor network. To identifying these type of 

accessing in every sensor node previously we are 

used technology was Dynamic en-routing Schema for 

data reporting in wireless sensor networks. In this 

schema each node has a chain of authentication keys 

used to endorse the data reports. In this process each 

node disseminates its key to forwarding nodes then 

after receiving data then that nodes automatically 

disclose their keys from sensor node in wireless 

sensor network. Each node does not maintain energy 

levels efficiently in sensor node they can easily spoils 

data to attacker, So energy consumption is the main 

task in above discussion. So in this paper we propose 

to extend our existing schema to energy sufficient in 

data transfer between wireless sensor networks. 

Power consumption among wireless nodes reduced 

by allowing each node to power down its radio duo to 

its portion of the schedule present in the wireless 

sensor network. Our proposed results provide more 

energy efficiency between each node present in 

wireless sensor network. 

II. BACKGROUND WORK 

Wireless sensor networks consists a large number of 

small sensor node having short-range radio 

communication device, limited power resource. In 

this representation wireless sensor networks suffers 

with different type of malicious attacks present in 

wireless sensor network. In this attacks one of the 

main attack was false report injection attack, in this 

attack which advertises inject into sensor network the 

false data reports containing nonevent existence 

events and faked data reports from compromised 

nodes. Selective forwarding is used to drop the 

legitimate reports then it can extensionally 

concatenate the authentication information of 

legitimate reports make them filtered by other nodes. 

Our sending data information can be divided into 

different cluster according to the data set 

representation. Dynamic en-routing schema can be 

accessed each cluster, cluster head collects sensing 

reports from sending nodes and aggregates them into 

aggregated reports. 

 

Figure 2: Relationship between three phases.           

As shown in the above figure for identifying false 

reports. In this schema each sensing node consists a 

MAC that produce a authentication key in each 

aggregated report contains t distinct MAC reports. In 

that we are used maximum number of compromised 

nodes allows in each cluster. As mention in the above 

diagram each sensing mode can maintain 

authentication node that form a hash chain. Each 

sending node consists MAC report on cluster head, 
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by using this clustering report we have to allocate 

multiple paths from cluster head to base station 

present in the wireless sensor networks. In this way  

we are forwarding each sensing node information to 

other node present in the wireless sensor networks. 

Then each node verifies the report  generated by the 

verified next hop present in wireless sensor network. 

Step 1: Each node constructs authentication 

message. 

Step 2: The cluster head collects all the message 

information and form as aggregate function 

message form. 

Step3: Cluster node choose forwarding neighbor 

node information. 

Step 4: Forwarding node receives message and it 

perform verification and secret keys in index 

disseminated.   

Step 5: In this verification verify and control many                                                  

Authentication control keys. 

Step 6: Finish the key distribution to all other keys 

present in the network. 

 

 Algorithm 1: Process in key distribution using Hill 

Climbing.     

In this schema can drop false reports earlier with a 

lower memory requirement especially in highly 

sensor networks. 

III. PROPOSED SCHEMA 

                  In this section we describe efficient 

energy consumption through wireless sensor 

networks. Power consumption among wireless sensor 

nodes is reduced by allowed each node to power 

down it radio during the portions of the schedule that 

do not match its particular event generation present in 

wireless sensor networks. Consider application 

environment for distributed wireless sensor networks 

Habitats monitoring applications involves data 

collection from and modeling of complex 

ecosystems. Without distribute present in each node. 

The sensors can establish an ad hoc communication 

network and cooperate to divide the task of mapping 

the structural damage in an efficient manner. Finally, 

tactical operations taking place in unknown or 

hostile regions  can also benefit from ad hoc wireless 

sensor networks. Designing energy efficient systems 

in wireless sensor network is research goal in present 

days using data dissemination and aggregated data 

reports in each sensor node present in the wireless 

network. Many researchers have studied energy-

minimization techniques that reduce communication 

at the expense of extra computation. Most work 

focused on developing approaches that reduce the 

volume of data that need to be transmitted, typically 

through intelligent data reduction and aggregation 

techniques. 

 

 

Figure 3: Schedule propagation process.  

  In this paper we propose Topology divided 

Dynamic Event Scheduling protocol, it organizes 

wireless sensor network into multihop network tree.  

The root of the tree creates a data dissemination 

schedule and propagates this schedule throughout the 

tree. The schedule is divided into fixed size time slots 

each indicating the type of data that are sent and 

whether it is for downstream or upstream . The 

schedule can be  periodic or refreshed in arbitrary 
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intervals depending on the data traffic and 

applications.   

 

IV. EXPERIMENTAL RESULTS 

In this section we describe the characterize of the two 

data dissemination model present in wireless sensors 

network. The first model assumes along with time 

scheduling overlay and tree construction protocol. It 

maintains same protocol with MAC distribution layer 

and simulation process can be maintained using 

network distribution present in wireless sensor 

networks. The power consumption regions achieves 

each report present in each sensor node accessed by 

the presented in wireless sensor networks. This report 

gives original report of the every node in false report 

of the each sensing node. 

The same poison event generation distribution was 

used to simulate events being generated and  

disseminated. Topologies were static and all nodes 

had communication directional, uniform broadcast 

ranges.  

 

Figure 4: Power consumption ratio as a function 

of iteration length. 

The above diagram shows that the non- scheduled 

network consumed anywhere from 10 to 40 

percentage. Those results can be observed in each 

sensor node present in wireless sensor network. We 

are giving input as a data in the form of packet 

information using aggregation functions. In this 

model data dissemination  aggregation functions are 

inspected in this region  on the each node present in 

wireless sensor networks.  

 

V. CONCLUSION 

 

Dynamic en routing schema that address both false 

report injection and DoS attacks in wireless sensor 

networks. In this technique each node maintains 

chain of authentication keys used to identify the 

reports of the attacker. This schema can’t be easily 

coordinated other energy protocols, because each 

node maintains overhead the communication (Broad 

casting) with next hop node present in the wireless 

sensor networks. In this paper we propose to extend 

our existing schema can be applicable for any energy 

efficient with data dissemination protocol for 

communication present in each node. For thus we are 

developing an aggregation function with data 

dissemination protocol is proposed for accessing 

reliable data delivery in between clients and server in 

wireless sensor networks. As further improvement of 

our proposed work can be under taken in the energy 

efficient process, in this we are security without using 

specified false reports in wireless sensor network. 
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